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MODBUS/TCP MAP

Introduction

MODBUS TCP is a protocol commonly used for the integration of a SCADA system. It is also a vendor-
neutral communication protocol used to monitor and control industrial automation equipment such as PLCs,
sensors, and meters. In order to be fully integrated into industrial systems, Moxa’s switches support
Modbus TCP/IP protocol for real-time monitoring in a SCADA system.

Data Format and Function Code

MODBUS TCP supports different types of data format for reading. The primary four types of them are:

Registers

Data Access Type Function Function Name Note
Code
Bit access Physical Discrete Inputs |2 Read Discrete Inputs
Internal Bits or Physical |1 Read Coils
Coils
Word access Physical Input Registers |4 Read Input Registers Moxa Support
(16-bit access) | Physical Output 3 Read Holding Registers

Moxa switches support Function Code 4 with 16-bit (2-word) data access for read-only information.

Configuring MODBUS/TCP on Moxa Switches

Type 1

Modbus

| Enable

Select the checkbox and click Activate to enable the Modbus TCP.
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Type 2: New UI 2.0

Modbus TCP is enabled by default. To disable Modbus TCP, uncheck Enable Modbus TCP then click Apply.

Industrial Protocol

EtherNetIP

Enable EtherNetlP

Note: IGMP snooping will be automatically enabled when EtherMetlP is activated.

Modbus TCP

+| Enable Modbus TCP

PROFINET /O

Enable PROFINET 11O

MODBUS Data Map and Information
Interpretation of Moxa Switches

The data map addresses of Moxa switches shown in the following table start from MODBUS address
30001 for Function Code 4. For example, the address offset 0x0000 (hex) equals MODBUS address 30001,
and the address offset 0x0010 (hex) equals MODBUS address 30017. Note that all the information read
from Moxa switches are in hex mode. To interpret the information, refer to the ASCII table for the

translation (e.g. 0x4D = ‘M’, Ox6F = ‘0’).

Address Offset | Data Type |Interpretation |Description

System Information

0x0000 1 word HEX Vendor ID = 0x1393
0x0001 1 word Unit ID (Ethernet = 1)
0x0002 1 word HEX Product Code = 0x0003
0x0010 20 words ASCII Vendor Name = “Moxa”

Word 0 Hi byte = ‘M’

Word 0 Lo byte = ‘0o’

Word 1 Hi byte = 'x’

Word 1 Lo byte ='a’

Word 2 Hi byte = "\0’

Word 2 Lo byte = "\0’
0x0030 20 words ASCII Product Name = “EDS-408A"

Word 0 Hi byte = ‘E’

Word 0 Lo byte =D’

Word 1 Hi byte ='S’

Word 1 Lo byte =*-'

Word 2 Hi byte = ‘4’

Word 2 Lo byte ='0’

Word 3 Hi byte = '8’

Word 3 Lo byte ="A’

Word 4 Hi byte = "\0’

Word 4 Lo byte = '\0’
0x0050 1 word Product Serial Number
0x0051 2 words Firmware Version

Word 0 Hi byte = major (A)

Word 0 Lo byte = minor (B)

Word 1 Hi byte = release (C)

Word 1 Lo byte = build (D)
0x0053 2 words HEX Firmware Release Date

For example:

Word 0 = 0 x 0609

Word 1 = 0 x 0705

Firmware was released on 2007-05-06 at 09

o’clock
0x0055 3 words HEX Ethernet MAC Address

Ex: MAC = 00-01-02-03-04-05
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Address Offset

Data Type

Interpretation

Description

Word 0 Hi byte = 0 x 00
Word 0 Lo byte = 0 x 01
Word 1 Hi byte = 0 x 02
Word 1 Lo byte = 0 x 03
Word 2 Hi byte = 0 x 04
Word 2 Lo byte = 0 x 05

0x0058

1 word

HEX

Power 1
0x0000: Off
0x0001: On

0x0059

1 word

HEX

Power 2
0x0000: Off
0x0001: On

0x005A

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

0x0080

1 word

HEX

DI1
0x0000:Off
0x0001:0n

0x0081

1 word

HEX

D12
0x0000:Off
0x0001:0n

0x0082

1 word

HEX

DO1
0x0000:Off
0x0001:0n

0x0083

1 word

HEX

D02
0x0000:Off
0x0001:0n

Port Information

0x1000 to
0x1011

1 word

HEX

Port 1 to 8 Status
0x0000: Link down
0x0001: Link up
0x0002: Disable
OXFFFF: No port

0x1100 to
Ox1111

1 word

HEX

Port 1 to 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full
OXFFFF: No port

0x1200 to
0x1211

1 word

HEX

Port 1 to 8 Flow Ctrl
0x0000:Off
0x0001:0n
OXFFFF:No port

0x1300 to
0x1311

1 word

HEX

Port 1 to 8 MDI/MDIX
0x0000: MDI
0x0001: MDIX
OXFFFF: No port

0x1400 to
0x1413 (Port 1)

0x1414 to
0x1427 (Port 2)

20 words

ASCII

Port 1 to 8 Description

Port Description = “100TX,R145.”
Word 0 Hi byte =1’

Word 0 Lo byte =0’

Word 1 Hi byte =0’

Word 1 Lo byte =T’

Word 4 Hi byte = ‘4’
Word 4 Lo byte =5’
Word 5 Hi byte ="."
Word 5 Lo byte = '\0’

Packets Information

0x2000 to
0x2023

2 words

HEX

Port 1 to 8 Tx Packets

Ex: port 1 Tx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2100 to
0x2123

2 words

HEX

Port 1 to 8 Rx Packets

Ex: port 1 Rx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2200 to

2 words

HEX

port 1 to 8 Tx Error Packets

1-3
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Address Offset

Data Type

Interpretation

Description

0x2223

Ex: port 1 Tx Error Packet Amount = 44332211

Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2300 to
0x2323

2 words

HEX

port 1 to 8 Rx Error Packets

Ex: port 1 Rx Error Packet Amount = 44332211

Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

Redundancy Info

rmation

0x3000

1 word

HEX

Redundancy Protocol
0x0000:None
0x0001:RSTP
0x0002:Turbo Ring
0x0003:Turbo Ring V2
0x0004:Turbo Chain
0x0005: MSTP

0x3100

1 word

HEX

RSTP Root

0x0000: Not Root
0x0001: Root

OXFFFF: RSTP Not Enable

0x3200 to
0x3211

1 word

HEX

RSTP Port 1 to 8 Status
0x0000: Port Disabled
0x0001: Not RSTP Port
0x0002: Link Down
0x0003: Blocked
0x0004: Learning
0x0005: Forwarding
OXFFFF: RSTP Not Enable

0x3300

1 word

HEX

TurboRing Master/Slave
0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring Not Enable

0x3301

1 word

HEX

TurboRing 1st Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

0x3302

1 word

HEX

TurboRing 2nd Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning
0x0005:Forwarding

0x3303

1 word

HEX

TurboRing Coupling

0x0000: Off

0x0001: On

OXFFFF: Turbo Ring is Not Enabled

0x3304

1 word

HEX

TurboRing Coupling Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port
0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

OxFFFF: Turbo Ring is Not Enabled

0x3305

1 word

HEX

TurboRing Coupling Control Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

0x0006: Inactive

0x0007:Active

OXFFFF:Turbo Ring is Not Enabled

0x3500

1 word

HEX

TurboRing V2 Coupling Mode
0x0000: None

0x0001: Dual Homing
0x0002: Coupling Backup

1-4
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Address Offset

Data Type

Interpretation

Description

0x0003: Coupling Primary
OXFFFF:Turbo Ring V2 is Not Enabled

0x3501

1 word

HEX

TurboRing V2 Coupling Port Primary Status
(Used in Dual Homing, Coupling Backup, and
Coupling Primary)

0x0000:Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 is Not Enabled

0x3502

1 word

HEX

TurboRing V2 Coupling Port Backup Status
(Only using in Dual Homing)

0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Not Enable

0x3600

1 word

HEX

TurboRing V2 Ring 1 status
0x0000: Healthy

0x0001: Break

OxFFFF:Turbo Ring V2 Not Enable

0x3601

1 word

HEX

TurboRing V2 Ring 1 Master/Slave
0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring V2 Ring 1 Not Enable

0x3602

1 word

HEX

TurboRing V2 Ring 1 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004:Learning

0x0005:Forwarding

OXFFFF:Turbo Ring V2 Ring 1 is Not Enabled

0x3603

1 word

HEX

TurboRing V2 Ring 1’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Ring 1 is Not Enabled

0x3680

1 word

HEX

TurboRing V2 Ring 2 Status

0x0000: Healthy

0x0001: Break

OXFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3681

1 word

HEX

TurboRing V2 Ring 2 Master/Slave

0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3682

1 word

HEX

TurboRing V2 Ring 2’s 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3683

1 word

HEX

TurboRing V2 Ring 2’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3700

1 word

HEX

Turbo Chain Switch Roles
0x0000: Head
0x0001: Member
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Address Offset | Data Type Interpretation |Description
0x0002: Tail
OXFFFF: Turbo Chain is Not Enabled
0x3701 1 word HEX Turbo Chain 1st Port status
0x0000: Link Down
0x0001: Blocking
0x0002: Blocked
0x0003: Forwarding
OXFFFF: Turbo Ring V2 Ring 2 Not Enable
0x3702 1 word HEX Turbo Chain 2nd Port status
0x0000: Link Down
0x0001: Blocking
0x0002: Blocked
0x0003: Forwarding
OXFFFF: Turbo Ring V2 Ring 2 Not Enable
MSTP Register
0x4000 ~ 0x407F |1 word, 0x0103 HEX MSTP CIST Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01 Discarding
port state = 0x02: RootPort / 0x02 Learning
Forwarding 0x03: AlternatePort / 0x03 Forwarding
0x04: BackupPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4080 ~ 0x40FF |1 word, 0x0103 HEX MSTP MSTI1 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4100 ~ 0x417F |1 word, 0x0103 HEX MSTP MSTI2 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO3Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x0O6Not MSTP Port
OxFFFF: MSTP Not Enable
0x4180 ~ Ox41FF |1 word, 0x0103 HEX MSTP MSTI3 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4200 ~ 0x427F |1 word, 0x0103 HEX MSTP MSTI4 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO3Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4280 ~ 0x42FF |1 word, 0x0103 HEX MSTP MSTIS5 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO3Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4300 ~ 0x437F |1 word, 0x0103 HEX MSTP MSTI6 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding

1-6
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Address Offset | Data Type Interpretation |Description
0x04: BackupPort
0x05: MasterPort

0x06: Not MSTP Port / 0x06Not MSTP Port
OXFFFF: MSTP Not Enable

0x4380 ~ 0x43FF |1 word, 0x0103 HEX MSTP MSTI7 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO03Forwarding
0x04: BackupPort
0x05: MasterPort

0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
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EtherNet/IP

Introduction

EtherNet/IP is an Industrial Ethernet Protocol defined by the ODVA association. The protocol is open to the
public and vendors can implement EtherNet/IP into their industrial devices without incurring a license fee.
Many vendors have adopted this protocol as the standard communication protocol between devices. For
example, Rockwell Automation uses EtherNet/IP as the standard protocol for their Logix controllers over
Ethernet networks.

To allow complete integration with a Rockwell system, Moxa switches not only provide a full-functioning of
industrial network infrastructure, but also enable the SCADA system to monitor the status of the switches
as well as that of the PLCs, .making the switches part of a Rockwell system.

Messaging Types

EtherNet/IP supports two types of communication methods for EtherNet/IP devices: Explicit Messaging and
Implicit Messaging. Explicit Messaging is unscheduled and is used for a request/response communication
procedure (or client/server procedure). Explicit Messaging uses TCP/IP over Ethernet. Implicit Messaging is
scheduled and is used for a producer/consumer communication with UDP over Ethernet. Implicit Messaging
is also called I/O Messaging.

Configuring EtherNet/IP on Moxa Switches

Type 1:
Ethernet/IP
C Enable (Enable IGMP Snooping automatically after activating)
@ Disable [] (Disable IGMP Snooping after activating)

Check the Enable checkbox to enable EtherNet/IP. With EtherNet/IP enabled, IGMP Snooping and IGMP
Query functions will be enabled automatically to be properly integrated in Rockwell systems for multicast
Implicit (I/O0) Messaging.
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Type 2: New UI2.0

The default Modbus TCP support is enabled. To disable the Modebus TCP support, uncheck the Enable
Modbus TCP then click Apply to activate the setting.

Industrial Protocol

EtherNet/P

Enable EtherNet/IP
HNote: IGMP snooping will be automatically enabled when EtherMetIP is activated.

Modbus TCP
#| Enable Modbus TCP
PROFINET 11O

Enable PROFINET I/O

CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Moxa switches support the
following objects for PLCs and SCADA systems to monitor:

Identity Object

TCP/IP Interface Object

Ethernet Link Object

Assembly Object

Message Router Object

Connection Manager Object

Port Object

Moxa Networking Object (Vendor Specific)

The supported attributes and services of the above objects are introduced in the table below, including the
access rules for each attribute. To understand the details of each attribute of the standard objects, refer to
the official documents of CIP introduction (Vol. 1) and the EtherNet/IP Adaptation of CIP (Vol. 2).

Identity Object

The Class code of Identity object is 0x01 (Defined in CIP Vol1, 5-2).

There is one instance of this object in our product. It stores the information of the production and the

device. The following tables summarize the class attributes and the instance attributes.

Class Attribute List

Attr ID |Access |[Name Data Type |Description
Rule
1 Get Revision UINT (16) Revision of this object
2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number of object instances currently
created in this class level of the device.
6 Get Maximum ID Number UINT (16) The attribute ID number of the last class
Class Attributes attribute of the class definition implemented
in the device
7 Get Maximum ID Number UINT (16) The attribute ID number of the last instance
Instance Attributes attribute of the class definition implemented
in the device

2-2
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Instance Attribute List
Attr ID |Access Name (Struct.) | Data Type Description
Rule
1 Get Vendor ID UINT (16) 991, the vendor ID of Moxa.
2 Get Device Type UINT (16) 0 x 307, “Managed Ethernet Switch”.
3 Get Product Code UINT (16) Please refer to Product Code Table.
4 Get Revision (Struct.) The version of the Identity object
Major USINT (8) The structure member, major
Minor USINT (8) The structure member, minor.
5 Get Status WORD (16) Not used
6 Get Serial Number UDINT (32) The serial number of each device
7 Get Product Name SHORT_ The product name in human-readable
STRING format
15 Get/Set | Assigned Name STRINGI The assigned switch name
For example:
“Managed Redundant Switch xxxxx”.
(xxxxX is series number.)
17 Get/Set | Geographic STRINGI The assigned switch location
Location The default string is “Switch Location”.

The Identity Object Instance supports the following CIP Common services:

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0x0E v v Get_Attribute_Single Used to read an object instance attribute.

0x10 v Set_Attribute_Single Used to write an object instance attribute

0x05 v Reset Invokes the reset service for the device

2-3
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Product Code Table

Product Code | Model Name Product Code |Model Name Product Code |Model Name

0x0001 n/a 0x0012 EDS-G509 0x0023 TN-5510-PoE

0x0002 n/a 0x0013 EDS-P510 0x0024 TN-5508-PoE

0x0003 EDS-726 0x0014 EDS-516A-MM-M12 0x0025 n/a

0x0004 n/a 0x0015 IKS-65265B 0x0026 IKS-6524

0x0005 EDS-518A 0x0016 EDS-608 0x0027 n/a

0x0006 EDS-405A 0x0017 IKS-6726-PoE 0x0028 n/a

0x0007 EDS-408A 0x0018 EDS-611 0x0029 EDS-P506A

0x0008 EDS-505A 0x0019 EDS-616 0x002A PT-7728-PTP

0x0009 EDS-508A 0x001A EDS-619 0x002B PT-510
0x000A EDS-510A 0x001B TN-5518 0x002C PT-508

0x000B EDS-516A 0x001C TN-5516 0x002D n/a

0x000C EDS-728 0x001D TN-5510 0x002E n/a

0x000D PT-7728 0x001E TN-5508 0x002F IKS-G6524

0x000E EDS-828 0x001F EOM-104 0x0030 ICS-G7526

0x000F PT-7828 0x0020 PT-G7509 0x0031 ICS-G7528

0x0010 PT-7710 0x0021 TN-5518-PoE 0x0032 n/a

0x0011 IKS-6726 or 0x0022 TN-5516-PoE 0x0033 IPS-P408

PT7728S_old

0x0034 TN-5818 0x0045 EDS-G508E 0x0056 n/a

0x0035 IKS-G6824 0x0046 EDS-G512E 0x0057 RedBox

0x0036 ICS-G7826 0x0047 EDS-G516E 0x0058 PT-7728-S-CN

0x0037 I1CS-G7828 0x0048 EDS-D102

0x0038 ICS-G7748 0x0049 TN-5816v2

0x0039 ICS-G7750 0x004A n/a

0x003A ICS-G7752 0x004B n/a

0x003B ICS-G7848 0x004C n/a

0x003C ICS-G7850 0x004D n/a

0x003D ICS-G7852 0x004E n/a

0x003E IKS-6852 0x004F EDS-408A-SS-ST-BP

0x003F IKS-6728 0x0050 EDS-510A-3SFP-2SSC

0x0040 PT-7528 0x0051 n/a

0x0041 PT-7528-PTP 0x0052 IEX-402-VDSL

0x0042 TN-5510-2DSL | 0x0053 IKS-6728-8PoE

0x0043 EDS-828-G52 0x0054 EDS-510E

TCP/IP Interface Object

The Class code of TCP/IP Interface object is Oxf5 (Defined in CIP Vol2, 5-3).

There is one instance of this object.

The following tables summarize the attributes of this object.

Class Attribute List

Attr ID |Access |Name Data Type |Description

Rule

1 Get Revision UINT (16) Revision of this object.

2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device

3 Get Number of Instances UINT (16) Number of object instances currently
created at this class level of the device

6 Get Maximum ID Number UINT (16) The attribute ID number of the last class

Class Attributes attribute of the class definition implemented
in the device

7 Get Maximum ID Number UINT (16) The attribute ID number of the last instance

Instance Attributes attribute of the class definition implemented
in the device
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Instance Attribute List

Attr ID

Access Rule

Name

(Struct.)

Data Type

Description

1

Get

Status

DWORD (32)

Interface status

0 = The Interface Configuration
attribute has not been configured.

1 = The Interface Configuration
attribute contains valid

configuration obtained from

BOOTP, DHCP or non-volatile storage.

Get

Configurat
ion
Capability

DWORD (32)

Interface capability flags

Bit map of capability flags:
Bit 0: BOOTP Client

Bit 1: DNS Client

Bit 2: DHCP Client

Bit 3: DHCP-DNS Update

Bit 4: Configuration Settable

Get/Set

Configurat
ion
Control

DWORD (32)

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration

0 = The device shall use the
interface configuration values
previously stored (for example,
in non-volatile memory or via hardware
witches).

1 = The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via DHCP
upon start-up.

3 tol5 = Reserved.

Get

Physical
Link
Object

(Struct.)

Path to physical link object

Path Size

UINT (16)

Size of Path

Path

Padded
EPATH

Logical segments identifying the
physical link object

Get/Set

Interface
Configurat
ion

(Struct.)

TCP/IP network interface configuration

IP Address

UDINT (32)

The device’s IP address

Network Mask

UDINT (32)

The device’s network mask

Gateway
Address

UDINT (32)

Default gateway address

Name Server

UDINT (32)

Primary name server

Name Server2

UDINT (32)

Secondary name server

Domain Name

STRING

Default domain name

Get/Set

Host
Name

STRING

Host name

The TCP/IP Object Instance supports the following CIP Common services:

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0 x OE v v Get_Attribute_Single Used to read an object instance attribute

0x10 v Set_Attribute_Single Used to modify an object instance attribute

Ethernet Link Object

The Class code of Ethernet Link object is 0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there is an
instance of this class. The following table shows the mapping of instance number and the switch port

number.

Instance Number

Mapping to

0

Ethernet Link class

1st switch port

2nd switch port

1
2
3

3rd switch port
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The following tables summarize the attributes of the Ethernet Link object.

There are some vendor specific attributes in the table (Starting from attribute Id 100).

Class Attribute List

Attr ID |Access |[Name Data Type | Description
Rule
1 Get Revision UINT (16) |Revision of this object
2 Get Max Instance UINT (16) |Maximum instance number of an object
currently created in this class level of the device
3 Get Number of Instances UINT (16) |Number of object instances currently created in
this class level of the device
6 Get Maximum ID Number UINT (16) |The attribute ID number of the last class
Class Attributes attribute of the class definition implemented in
the device
7 Get Maximum ID Number UINT (16) |The attribute ID number of the last instance
Instance Attributes attribute of the class definition implemented in
the device
100 Get Moxa-specific Revision UINT (16) |Revision of Moxa specific attributes and services
Instance attribute list
Attr Access |Name (Struct.) |Data Type Description
ID Rule
1 Get Interface Speed UDINT (32) Interface speed currently in use
(Speed in Mbps, e.g., 0, 10, 100,
1000, etc.)
2 Get Interface Flags DWORD (32) Refer to the Interface Flags table.
3 Get Physical Address ARRAY of 6 MAC layer address (The System
USINT(8) MAC address).
4 Get Interface Counters (Struct.) Counters relevant to the receipt
of packets.
In Octets |UDINT (32) Octets received on the interface.
In Ucast UDINT (32) Unicast packets received on
Packets the interface.
In NUcast |UDINT (32) Non-unicast packets received on
Packets the interface.
In UDINT (32) Inbound packets received on
Discards the interface but are discarded.
In Errors | UDINT (32) Inbound packets that contain
Errors (does not include In
Discards).
Out Octets | UDINT (32) Octets sent on the interface.
Out Ucast | UDINT (32) Unicast packets sent on the
Packets interface.
Out UDINT (32) Non-unicast packets sent on
NUcast the interface.
Packets
Out UDINT (32) Discarded outbound packets.
Discards
Out Errors | UDINT (32) Outbound packets that contain
errors.
5 Get Media Counters (Struct.)
Alignment | UDINT (32) Received frames that are not an
Errors integral number of octets in
length.
FCS Errors | UDINT (32) Received frames that do not pass
the FCS check.
Single UDINT (32) Successfully transmitted frames
Collisions which experienced exactly one
collision.
Multiple UDINT (32) Successfully transmitted frames
Collisions which experienced more than one
collision.
SQE Test | UDINT (32) Number of times the SQE test
Errors error message is generated.
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Deferred UDINT (32) Frames for which first
Transmissi transmission attempt is delayed
ons because the medium is busy.
Late UDINT (32) Number of times a collision is
Collisions detected later than 512 bit times
into the transmission of a packet.
Excessive | UDINT (32) Frames for which transmission
Collisions fails due to excessive collisions.
MAC UDINT (32) Frames for which transmission
Transmit fails due to an internal MAC
Errors sublayer transmit error.
Carrier UDINT (32) Times that the carrier sense
Sense condition was lost or never
Errors asserted when attempting to
transmit a frame.
Frame Too | UDINT (32) Received frames that exceed the
Long maximum permitted frame size.
MAC UDINT (32) Frames for which reception on an
Receive interface fails due to an internal
Errors MAC sublayer receive error.
6 Get/Set |Interface Control (Struct.) Configuration for physical
interface.
Control WORD (16) Bit 0: Auto-Negotiate
Bits Value 0: Force
Value 1: Auto-Nego
Bit 1: Half/Full Duplex
Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
Forced UINT (16) Speed at which the interface
Interface shall be forced to operate.
Speed
10 Get Interface Label SHORT_STRING | Human readable identification
100 Get Interface Port Index UDINT (32) Port index.
101 Get Interface Port STRING Port description.
Description
102 Get/Set | Broadcast Storm USINT (8) Value 0: Disabled Broadcast
Protection Storm Protection.
Value 1: Enable Broadcast Storm
Protection.
(Only selected products support
this function)
103 Get Interface Utilization USINT (8) RX interface utilization in
percentage
104 Get/Set | Utilization USINT (8) RX interface utilization upper limit
Alarm Upper in percentage
Threshold
105 Get/Set | Utilization USINT (8) Not supported
Alarm
Lower
Threshold
106 Get/Set |Port Link Alarm USINT (8) Value 0: Ignore
Value 1: On (Relay 1)
Value 2: On (Relay 2)
Value 3: Off (Relay 1)
Value 4: Off (Relay 2)
107 Get/Set | Port Traffic-Overload USINT (8) Value 0: Disable
Alarm Value 1: Enable(Relay 1)
Value 2: Enable(Relay 2)
108 Get Tx Unicast Packet UDINT(32) Number of TX unicast packets per
Rate second
109 Get Rx Unicast Packet UDINT(32) Number of RX unicast packets per
Rate second
110 Get Tx Multicast Packet UDINT(32) Number of TX multicast packets
Rate per second
111 Get Rx Multicast Packet UDINT(32) Number of RX multicast packets
Rate per second
112 Get Tx Broadcast Packet UDINT(32) Number of TX broadcast packets
Rate per second
113 Get Rx Broadcast Packet UDINT(32) Number of RX broadcast packets
Rate per second

2-7




Industrial Protocols EtherNet/IP
114 Get Tx Multicast Packet UDINT(32) Total number of TX multicast
packets
115 Get Rx Multicast Packet UDINT(32) Total number of RX multicast
packets
116 Get Tx Broadcast Packet UDINT(32) Total number of TX broadcast
packets
117 Get Rx Broadcast Packet UDINT(32) Total number of RX broadcast
packets
118 Get Redundant Port UDINT(32) Bit 0 = Disable
Status Bit 1 = Not Redundant port
Bit 2 = Link down
Bit 3 = Blocking
Bit 4 = Learning
Bit 5 = Forwarding
Interface Flags
Bit(s) Called Definition
0 Link Status 0 indicates an inactive link;
1 indicates an active link.
1 Half/Full Duplex 0 indicates half duplex;
1 indicates full duplex.
2-4 Negotiation Status Indicates the status of link auto-negotiation
0 = Auto-negotiation in progress.
1 = Auto-negotiation and speed detection failed. Using default values
for speed and duplex. Default values are product-dependent;
recommended defaults are 10Mbps and half duplex.
2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half
duplex.
3 = Successfully negotiated speed and duplex.
4 = Auto-negotiation not attempted. Forced speed and duplex.
5 Manual Setting Requires |0 indicates the interface can activate changes to link parameters
Reset (auto-negotiate, duplex mode, interface speed) automatically. 1
indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.
6 Local Hardware 0 indicates the interface detects no local hardware fault; 1 indicates a
Fault local hardware fault is detected. The meaning of this is product-
specific. For example, an AUI/MII interface might detect no
transceiver attached, or a radio modem might detect no antenna
attached. In contrast to the soft, possibly self-correcting nature of the
Link Status being inactive, this is assumed a hard-fault requiring user
intervention.
7~31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:

Common Service List

Service Implementation Service Name Description

Code Class |Instance

0x0E v v Get_Attribute_Single |Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Assembly

Object

The Moxa switch support static assembly object for CIP I/O messaging.

The Class code is 0x04 (Defined in CIP Vol 1, 5-5).

There are three instances of this object as the following.

Instance Number Size (32 bit)
Input 2 5
Output 1 2
Configuration 3 0

The Input means the data is produced by switch which includes the information and status report to the
originator for monitoring. The Output means the data is generated by the originator (remote host) and is
consumed by switch.
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Class Attribute List

Attr ID Access Rule Name Data Type Description

1 Get Revision UINT (16) Revision of this object
Instance Attribute List

Attr ID Access Rule Name (Struct.) | Data Type Description

3 Get/Set Data Array of BYTE The implicit messaging content
4 Get Size UINT (16) Number of bytes in Attr. 3

Common Service List

Service Implementation Service Name Description

Code Class | Instance

0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

For the definition of the I/O messaging, see the following table for details.

I/0 Messaging Content

Direction [I/O data Size Value & Description

Input Switch Fault Status | UDINT (32) | Please refer to Moxa Networking Object Attr ID 2.
Port Exist ULINT (64) Please refer to Moxa Networking Object Attr ID 4.
Port Link Status ULINT (64) Please refer to Moxa Networking Object Attr ID 6.

Output Port Enable ULINT (64) Please refer to Moxa Networking Object Attr ID 5.

Message Router Object

The object within a node that distributes messaging requests to the appropriate application objects.
The supported messaging connections are as the following:

e Explicit Messaging
e Unconnected Messaging
e Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is the
Message Router object (Class Code 2).

Class Attribute List

Attr ID |Access |Name Data Type Descriptions
Rule
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr ID |Access |Name (Struct.) | Data Type Description
Rule
1 Get Object_list (Struct.) A list of supported objects
Number UINT (16) Number of supported classes in the
classes array
Classes Array of UINT (16) |List of supported class codes
2 Get Number UINT (16) Maximum number of connections
Available supported
3 Get Number UINT (16) Number of connections currently
Active used by system components
4 Get Active Array of UINT (16) [A list of the connection IDs of the
Connections currently active connections
Common Service List
Service |Implementation |Service Name Description
Code Class |Instance
0x0E v Get_Attribute_Single |Used to read an object instance attribute
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Connection Manager Object

The Connection Manager Class allocates and manages the internal resources associated with both I/O and
Explicit Messaging connections.

The class code is 0x06. There is one instance of this object.

The supported connection trigger type is cyclic and change of state.

The instance attribute list is introduced as the following.

Class Attribute List

Attr ID |Access Name Data Type |Description
Rule
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr ID |Access |[Name Data Type |Description
Rule
1 Get/Set | Open Requests UINT(16) Number of Forward Open service requests received
Common Service List
Service |Implementation Service Name Description
Code Class |Instance
0x0e v v Get_Attribute_Single Returns the contents of the specified attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute
Ox4E v Forward_Close Closes a connection
0x54 v Forward_Open Opens a connection

Port Object

The port object represents the underlying interface of CIP which is EtherNet/IP.

The class code is 0xf4. There is one instance of this object.

The instance attribute “Port Type” identifies the CIP adaptation.

Class Attribute List

Attr Access |Name (Struct.) Data Type |Description
ID Rule
1 Get Revision UINT (16) Revision of this object
2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device
3 Get Number of UINT (16) Number of object instances currently
Instances created at this class level of the device.
8 Get Entry Port UINT (16) |The attribute ID number of the last class
attribute of the class definition
implemented in the device
9 Get Port Instance (Array of
Info Struct.)
Port Type UINT (16) Enumerates the type of port
Port Number UINT (16) CIP port number associated with this port

Instance Attribute List

Attr Access |Name (Struct.) Data Type |Description
ID Rule
1 Get Port Type UINT (16) Enumerates the type of port.
4 = EtherNet/IP.
2 Get Port Number UINT (16) CIP port number associated with this port.
(Value 1 is reserved for internal product use)
3 Get Link Object (Struct.)
Path Length | UINT (16) Number of 16 bit words in the following
path.
Link Path Padded Logical path segments that identify the
EPATH object for this port.
4 Get Port Name SHORT_STR | String which names the physical network
ING port. The maximum number of characters in
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the string is 64.
5 Get Port Type SHORT_STR | String which names the port type. The
Name ING maximum number of characters in the string
is 64.
6 Get/Set | Port SHORT_STR | String which describes the port. The
Description ING maximum number of characters in the string
is 64.
7 Get Node Address Padded Node number of this device on port. The
EPATH range within this data type is restricted to a
Port Segment.
9 Get Port Key Packed Electronic key of network/chassis this port is
EPATH attached to. This attribute shall be limited to
format 4 of the Logical Electronic Key
segment.
Common Service List
Service |Implementation Service Name Description
Code Class |Instance
0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Moxa Networking Object (Vendor Specific)

The Moxa Networking object includes system information and status.
It can also be used to do the device diagnostic & configuration through explicit messaging.
The class code is 0x404.

Class Attribute List

Attr ID | Access Rule |Name Data Type | Description
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr |Access |Name Data Type |Description
ID Rule
1 Get Firmware Version |UDINT (32) |Switch firmware version
2 Get System Fault UDINT (32) |Switch fault status
Status Bit 0: Reserved
Value 0: Ok
Value 1: Fail
Bit 1: Reserved
Value 0: Ok
Value 1: Fail

Bit 2: Port utilization alarm
Value 0: No alarm
Value 1: alarm

Bit 3: Port link up
Value 0: No alarm
Value 1: Alarm

Bit 4: Port link down
Value 0: No alarm
Value 1: Alarm

Bit 5: Turbo ring break(Ring Master only)
Value 0: No alarm
Value 1: Alarm

Bit 6: Power Input 1 fail
Value 0: No alarm
Value 1: Alarm

Bit 7: Power Input 2 fail
Value 0: No alarm
Value 1: Alarm

Bit 8:DI 1(off)

Value 0: No alarm
Value 1: Alarm

Bit 9: DI 1(on)

Value 0: No alarm
Value 1: Alarm

Bit 10: DI 2(off)

Value 0: No alarm
Value 1: Alarm
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Bit 11: DI 2(on)

Value 0: No alarm
Value 1: Alarm

Bit 12: Reserved
Value 0: Not support
Value 1: Detected

Bit 13: Power supply 1
Value 0: Off

Value 1:0n

Bit 14: Power supply 2
Value 0: Off

Value 1:0n

Bit 15~31: Reserved.

Get

Switch Port
Number

USINT (8)

Switch max port number

Get

Port Exist

ULINT (64)

switch per port exist

Bit mask, the LSB indicates the first port.
Value 0: Not exist

Value 1: Exist

Get/Set

Port Enable

ULINT (64)

Switch per port enable

Bit mask, the LSB indicates the first port.
Value 0: Enable

Value 1: Disable

Get

Port Link Status

ULINT (64)

Switch per port link status

Bit mask, the LSB indicates the first port.
Value 0: Link down

Value 1: Link up

Get/Set

IGMP Snooping
Enable

USINT (8)

IGMP snooping enable:
Value 0: Disable
Value 1: Enable

Get/Set

Query Interval

UDINT (32)

Query interval range from 20 to 600 secs

Get/Set

IGMP Enhanced
Mode

USINT (8)

IGMP enhanced mode
0: Disable(default)
1: Enable

14

Get/Set

Relay 1

USINT (8)

Override relay warning setting
0: Disable(default)
1: Enable

15

Get/Set

Relay 2

USINT (8)

Override relay warning setting
0: Disable (default)
1: Enable

16

Get/Set

Power 1 Relay
Warning

USINT (8)

Power input 1 failure (on->off)
0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

17

Get/Set

Power 2 Relay
Warning

USINT (8)

Power input 2 failure (on->off)
0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

18

Get/Set

DI 1 (0ff)
Relay Warning

USINT (8)

DI 1 (0ff)

0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

19

Get/Set

DI 1 (on)
Relay Warning

USINT (8)

DI 1 (On)

0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

20

Get/Set

DI 2 (0ff)
Relay Warning

USINT (8)

DI 2 (0ff)

0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

21

Get/Set

DI 2 (on)
Relay Warning

USINT (8)

DI 2 (0On)

0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

22

Get/Set

Turbo Ring Break
Relay Warning

USINT (8)

Turbo ring break (Ring Master only)
0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)

23

Get

CPU Usage

USINT (8)

Percent of usage (0 t0100)

24

Get

Device Up Time

UDINT (32)

Number of seconds since the device was powered up

25

Get/Set

Reset MIB Counts

USINT (8)

Reset port MIB counters.

26

Get

Redundant Device
Mode

UDINT (32)

Bit mask of device roles.
Bits 0= RSTP
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Bits 1= Turbo Ring
Bits 2= Turbo Ring v2
Bits 3= Turbo Chain
Bits 4= MSTP

27 Get/Set

Reset Device

USINT (8) Reboot and reset to default
1: Reboot the device
2: Reset to default

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file contains electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize Moxa switch
and its CIP capability.

The list includes the sections which are described in our EDS file.

e [File]
e [Device]

e [Device Classification]

e [Port]

Icon should be 32 * 32 in pixel.

Rockwell RSLogix 5000 Add-On Instructions

(AOI)

The Rockwell RSLogix 5000 Add-On Instructions (AOI) encapsulates Moxa switch supported EtherNet/IP
functions in a common interface logic component. In RSLogix 5000 programming, users could use the AOI
to communicate with Moxa switches and need not know the internal logic.

Our AOI would provide logic of Moxa switch configuration and monitoring by using EtherNet/IP in explicit
messaging and implicit messaging. The AOI also provides some tags for RSLogix 5000/SCADA

programming.

AOI Installation

To install the AOI, you must use Rockwell RSLogix 5000 version 18 or later and Moxa managed Ethernet
switches with firmware version 3.0 or later.

The Five Major Stages of Installing the AOI

a s wnN=

Add Moxa switch to the I/O configuration tree
Import the Add-On Instruction (AOI)
Add an instance of the AOI in your application
Create and configure tags for the AOL
Download the configured AOI to Rockwell PLC

Add Moxa switch to the I/0 configuration tree

In order to import the AOI, the first step is to create a new Ethernet Module in RSLogix 5000.
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1. Open RSLogix 5000 and create a new controller.
Click Type and select the Rockwell PLC model of the PLC connected to the Moxa switch. Input a Name
and Description for this new controller.

Mew Controller |E

Wendar: Allen-Bradley

Tope: 1763032 CompactLogis5332E Contraller vl ok ]

Revizion:
iy Enabled

Nare: |EDS_d088_a0| |

Description;

Create In: | C:ARSLogix S0D0WPrajects | [ Browse..

2. Add an Ethernet Module to the I/O Configuration.
In the controller organizer window, select I/0 Configuration, right click Ethernet under the PLC
Ethernet port of the PLC connected to a Moxa switch, and select New Module.

=-E5] Controller EDS_4084_AOT
i Controller Tags
+-[23 Contraller Fault Handler

[ Powwer-Up Handler =
-5 Tasks M Select Module [g

-8 MainTask

o D& MainPrograrn
. -[23 Unscheduled Programs
-5 Mation Groups

[ Ungrouped Axes & Drives
- [23 add-on Instructions & HMI
=-E5 Data Types - Specialty

i Cﬂ, User-Defined

[ Cﬂ, Strings

[ add-on-Defined

[# Cﬂ, Predefined

i Cﬂ, Module-Defined
27 Trends
=25 IfO Configuration

=-ff Backplane, CompactLogix System

0 1760-L32E EDS_408A_A0L
= 1769-L32E Ethernet Port LocalENE

W-ﬂ Mew Module. .. | .

i CDmpactB"

| By Category ! By Vendor !i- Favorites -!

Print 4 . OF [ Cancel ] [ Help
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3. Under the Communications group, select Generic Ethernet Module to represent Moxa Ethernet
switches

M Select Module

adule ]De&cription }‘Jendnr |
i - 1783-ETAPIF 3 Port Ethernet Tap, 1 Fiber/2 Twisted-Pair Media Allen-Bradley A
1783-ETAPZF 3 Port Ethernet Tap, 2 Fiber/1 Twisted-Pair Media Allen-Bradley 7
1788-ENZDMN/A 1788 Ethernet to DeviceMet Linking Device Allen-Bradley
1788-EMET/A 1788 10100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Bradley
1758-EWEESA 1788 10/100 Mbps Ethernet Bridge wiEnhanced Web Serv.. Allen-Eradley
1794-REMT 1794 10/100 Mbps Ethernet Adapter, Twisted-Pair Media  Allen-Eradley
DrivelogixS730 EL... 10100 Mbps Ethernet Part on DrivelogixS730 Allen-Bradley
ETHERMET-EBRIDGE Generic Etheriet/IP CIP Eridge Allen-Bradley
i ic Ethernet Module allen-Eradley
EtherMet/IP SoftLogix5300 EtherMet/IP Allen-Eradley —
PSSCEMA, Ethernet Adapter, Twisted-Pair Media Parker Hannif
Stratix 8000 26 Port Managed Switch Allen-Bradley
Stratix 8000 22 Port Managed Switch Allen-Bradley %
| ) »

[ Find. || AddFavaite |

; By Categary i i E_',"'\"'Bnle i FaVD“I‘itES

[ ok |[ cancel |[ Hep ]

4. Configure the Ethernet module with the correct name, description, IP address and connection parameters

and click OK.
Mew Module E|
Type: ETHERMET-MODULE Gereric Ethernat Module
Yendor: Allen-Bradley
Farent: LocalENE
Marme: iTEDE_dEISA I Connection Parameters
L = | Azzembly -
Description: | The MO3 managed switch | Instance: : et :
i Irput: |2 5 2 (2
[ 4 | ;
2 oupae I ; S| 32
: d S R |
C F t:| Dats - DINT w | 1 in ]
i ke d Configuration; |3 | !U ,! [8-bit]
Address / Host Mame e —
1 1
@ 1P Addess: | 192 . 168 . 34 . 253 | | | |
() Host Mame: | | |—!
[+] Open Module Properties [ ok | [ Elnzal ] [ Help

5. After finishing configuration, the new Ethernet module representing the Moxa Ethernet switch will appear
under the I/0 Configuration list in the controller organizer window.

=45 I} Configuration
= @ Backplane, CompactLogix Syskem

A0 1769-L32E EDS_4086_ACT

=4 1769-L32E Ethernet Port LocalENE
==z Ethernet

4P 1769-L32E Ethernet Port LocalEME
ﬂ ETHERMET-MODULE EDS 41

ff CompactBus Local
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Import the Add-On Instruction (AOI)

1. In the controller organizer window, right click the Add-On Instructions folder, select Import Add-On
Instructions and select the correct AOI file (xxx.L5X) to import.

NOTE The AOI file is available from the Moxa website or in the software CD. Please make sure to use the latest
switch firmware and AOI for programming.

& Controller EDS 4084 A1
& Controller Tags
3 Controller Fault Handler Import Add-On Instruction
-3 Power-Up Handler

Lok in: | (5 MO38_ADI_export

=53 Tasks
=63 MainTask -
= 28 MainProgram ldg
A Program Tags My Recent
[ MainRoutine Diacuments
-3 Unacheduled Frograms 7=
=55 Motion Groups L
1 Ungrouped fxes Desktop
523 Data Typd O3 MNew Add-On Instruction... .
O User-I]  Import Add-On Istruction... =
@ L Strings My Documents
% Add-C &
O Predef 2 Cope 1
O Modull = i%.g
~[3 Trends | My Computer . ~
&0 Contll  prps File name; | ADI_MORA_4080_v1_D.LEX v [ mpor. |
= 8 Backp [ Files of type 5Lk SO ML Fies L5 Eancel
B 1769-L32F EDS_4034_AO “i e .
= 4 | 769-1L32E Ethernet Port LocalENE My Metwark  Flles containing: | (3 Add-On Instuction | Help
" &5 Ethernet Places ey B adana ratiuctions

-8 CompactBus Local

2. After importing, the controller organizer window shows all AOI for Moxa Ethernet switches under the
Add-On Instructions folder.

=5 Add-0On Instructions
=55 A0T_MOXA_4054_v1 0

2 Parameters and Local Tags

B

=455 Data Types

=8 User-Defined

[ MOEA_Ethernet_Link_Object_wD

o MOEA_HMI_Set_Object_w0

MOxA_Tdentity_Object_w0

MOxA_Interface_Object_Flags_w0

MOxA_Object_Data_w0

MOKA_Switch_EDS408_In_ w0

MOKA_Switch_Parameter

MOEA_Swskem_Fault_w0

MOEA_TCPIP_Interface_Object w0

MOxA_Mendar_Object w0

ngs

A MONA_String_1024

B Moxa_String_32

B STRING

=8 add-On-Defined =
AOT_MONA_ 4086 vl 0

L Predefined

-2 Module-Defined

3 Trends

=

=]

5]
=2
=

]
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Add an instance of the AOI in your application

1.

Double click the MainRoutine in the Controller Organizer to start the ladder programming. Add the AOI
for the specific Moxa Ethernet switch to create a new rung.

RSLogix 5000 - EDS_40BA_AOI[1769-132E 18.11]* - [MainProgram - MainRoutine*]

Ef File Edit Yew Search Logic Communications Tools iWindow Help

gwlE & B

Offline A. FRUN
Mo Forces II: g:_[
No Edits = =

S| mOxE_param vl

l—q}ﬂ Path: |<nUnE>

=3 Caontraller EDS_408A_A01
Controller Tags
(3 Controller Fault Hardler
[ Power-Up Handler
=5 Tasks
= @ MainTask
= @ MainProgram
l¥] Program Tags
Exj MainRoutine
23 Unscheduled Programs

H el

l-Ony 4 Alarm

4 Bt £ TimeriCoorter £

AOI_MOXA_408A_v1_0v1.0
———AOI_MOKA_4084_v1_D

{— the 201 of MOXA 4088 switch Copyri...

AOI_MONA_A084_v1_D ?
Swvitch_nput
Swvitch_Output
Switch_Parameter
Get_AlMessage
Set_Meszage
storage

Set_Data
Get_SinghMessage
storage_single

0 o o

Create and configure tags for the AOI

1.

Right click on the ? in the field of each tag, select New Tag and input a Name for each new tag.

: abed I o

ab... T fabr

Mame ' aol_4084_instance
Description: Cancel
Type:

Alias For:

Data Type: @'Kﬁijé»iﬁiié\__}i@;;i:h ]

o |2 £DS_4084_a01 v]

Beens o 7

Style:

[] Camstant

Chrl+x
struction Chrl+C
Tnstruction Del
Hder Element. .. Ale+Ins
struction Defaults

Ctri+G
kion Help F1
hiskruction Logic
histruction Cefinition

R TR R S R JEC R e

| ,—AOI_MO){A_408A_V1 0
the A01 of MOXA 4054 switch Copyri..
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2. Add a Name for all AOI tags.

the L0010 of MO, 40548
switch
Copyright MORA Corp.
2011
“ersion: 1.0.0
Date: December 23,
2011

AOI_MO¥A_4088 w1 _0

the A01 of MOEAS 4058 svwitch Copyright MO}{.&;.

A MOEA 4058 w1 0 aoi_ 40824 instance

Swvitch_Input ED=_4024: ] Dats
Syvitch_Outpt EDS_4084:0 Data
Swvitch_Parameter Moxa_param
Get_Allessage MOXA GethiSc [
Set_Meszage MOMA_SethSs [
starage MO A_alstarage
Set_Data MOEA_SetDats

et SingMessage
storage_single

MoK A _GetSingle

RCHA _zinglestorage

For “Switch_Input” and “Switch_Output”, use the scrollbar to select the tag name

the ADIof MOXA 2084 A~
switch
Copyright MOXA Corp.
2011
Verzion: 1.0.0
Date: December 23,
2011
ADLMOKA_408A_v1_0
the A0I of MOXA 4084 switch Copyright MOXA —
AQLMOXA_4084 v1 0 aoi 408A_instance ]
Switch_Input |MOX4_40841Data w
Cuuitrh M
. w | Show:|all Tags w
|Name =] | |Dat ~
ﬂ ¥ anl_instance A0
ﬂ ) MOEA_AMRAC AB:
) WACES AR T AH:
"g + MIOEA ADRA T Dats, DIN
ﬂ ) MCEL_ATBA: O AH:
Bl [ MOEA ellstousge Hame: MOZ4A_40841 Data
ﬂ ) MOZA GethBc Data Twpe: DINT[5]
ﬂ ) MO Getingle Description: _
B] [ mroses_peasm MO W
Controller

For all other tags, manually type the tag names:

AOI Tag

Reference Tag Name

AOI_MOXA_408A _v1_0

aoi_408A_instance

Switch_Input

MOXA_408A:I.Data

Switch_Output

MOXA_408A:0.Data

Switch_Parameter

moXa_param

Get_AlIMessage

MOXA_GetMSG

Set_Message

MOXA_SetMSG

storage

MOXA_allstorage

Set_Data

MOXA_SetData

Get_SingMessage

MOXA_GetSingle

storage_single

MOXA_singlestorage

3. Click the square button to the right of the Get_AllMessage tag and configure all parameters as follows:

(Service Code: 1; Class: 1; Instance: 1; Attribute: 1; Destination: MOXA_allstorage[0])
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Message Configuration - MOXA_ GetMSG

Configuration® | Communication | Tag |

Instance: 1 | Altribute: 1 | [Hex]

teszage Type: | CIP Generic w |
Service |Cust0m vi Source Element: v
Type:

Source Length: |u = [Butes)
Service | ] ] gl = S
Code: |1__| [Hen]. Eless: ! _| Hexl pegtination MOxa_alistorage[0] s

i Enable ¢ Enable Waiting 3 Start 3 Done Done Length: 0
3 Eror Code: Eustended Emor Code; [ Timed Out «
Errar Path:
Errar Text:
[ 0K | l Carncel ] ’ Apply ] [ Help

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for

Get_AlIMessage

| Configuration | Communicatinn® |Taz_ {

Message Configuration - MOXA_GetMSG x

© Pa: | ]

Browse... ]

m Message Path Browser E

S
MYt [MOwa_a0aa

MOxA_4084

- = &7 1/0 Configuation

[ Connecte: =) Backplane, CompactLagix System

= * f0 1765132 MOXA_Switch_A0I
E’ 1769-L3ZE Ethemnet Port LocalENE

. B Ethemet
3 Emable O | o 1769-L32E Ethemet Port LocalENB |
i R B £ THERNE T-t0DLE MOXA_4084
) Ewor Ce " @ CompactBus Local
Exrror Path:
Ervor Text
]
[ aK ] [ Cancel ][ Help ]

4. Click the square button to the right of the Set_Message tag and configure all parameters as follows:
(Service Code: 10; Class: f6; Instance: 1; Attribute: 1; Source Ethernet: MOXA_SetData)

Message Configuration - MOXA_SetMSG

Canfiguration” | Communication | Tag |

3

Meszage Twpe: |EIF' Generic

|
|

Service ! Set Athibute Single w |
Type:

g;'j\‘;?e [10 [Hex] Class: ig [Hex]
Instance: U Attribute:'lj [Hex)

Source Element; 'WD_W L¥3
Source Length: im [Bytez)
Destination ’7 v

Enableble  Enable W aitingting Starttart

Ermor Codende: Extended Eror Code:
Erar Path:

Ermor Text:

[Doneone [Done Length: 0

[ Timed Out €

Lok |

[ Cancel ][ Lpply ][ Help
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Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Set_Message

s

Caormmu

2 Enable

2 Emor Ce
Errar Path:
Errar Text:

Configura

Corfiguration | Communication | Tag |

@) Path: |

MOX

| [ Browse... ]

M Message Path Browser.
Broz

Path: |ED34034

EDS4024

= €5 140 Configuration
= m Backplane, CompactLogiz System
- f0 17E9.L32E ED_4084_A0I
=P 1763-L32E Ethemet Port LocalENB
. =& Ethemnet
- 176%-L32E Ethemet Port LocalENE
i o B E THERNE T-MODULE EDS4084
- CompactBus Lacal

| 0K H Cancel ” Help

o

5. Click the square button to the right of the Get_SingMessage tag and configure all parameters as

follows:

(Service Code: e; Class: f6; Instance: 1; Attribute: 1; Destination: MOXA_Singlestorage[0])

Message Configuration - MOXA_GetSingle

Configuration”

Communication || Tag |

| CIP Genernc:

Meszsage Type: i |
Service | Get Attribute Single P | Source Element; w
Typer !
Source Length: |U = [Bytes]

Service . —
Code: EI [He] [azs: (Hex) Destination 034, Singlestorage[0]
Instance; |1 Abtribute; 1 [Hex)

3 Emable 3 Enable Waiting 3 Skart 3 Daone Daone Length: 0

(23 Enmor Code; Extended Errar Code: [ Timed Out «

Errar Path:

Ermor Text:

I ak. l [ Cancel ] [ Apply ] [ Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for

Get_SingMessage

M &

&) Path

Broad

Communid

CIF

fi MOXA_GetSi

Bl Message Path Browser

Path: [ED54084,

EDS4032

= 5 140 Configuration
= m Backplane, CompactLogix System
- ff0 17B9.L32E ED_4084_A0I
B & 1769L32E Ethemet Port LocalENB
: Bfa Etherriet
i o 1763-L32E Ethemet Port LocalENE

[ Cann ! Ol £ THERNET MODULE EDS 4084
- CompactBus Local
3 Enable
3 Enor Cor
Errar Path:
Eror Test | QK ] [ Cancel ][ Help ]
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Download the configured AOI to the Rockwell PLC

1. Click the Network Icon, select the Rockwell PLC connected to the Moxa switch and click Download to
install the AOI configuration to the PLC.

'—4}? ﬁ-é: Path: |<n0ne> vlﬂ

I Select Recent Communications Path

Go Online

Upload...

Download
Cloze

Help

Fezet Path List ] [ Set Project Path l

Fath in Project: LNoner

2. After finishing configuration, go to the controller organizer window, right click Controller Tags and
select Monitor Tags to check if each tag can display the correct value transferred from the Ethernet

device.
Scope: | H0EDS_4084_A01 v | Showr |l Tags || v
Name =2 [ value “| Force M:
3 Controller Faul WA Mew Tag... Chrl+-d +-aoi 4084 _instance farnd
(3 Power-Up Hary + EDS_4084.C Beoal
=55 Tasks | MMonitor Tags 15 EDS_4D&A:I b I
& @ ginl\::isnirogré Edit Tags |+ EDs_40380 e
@ Progra werify |+ MOKA_ allstorage foanl
B mains Export Tags... | MO GetMSGE Lo}
3 Unscheduled P |+ MOXA,_GetSingle [
=3 Mation Groups Print 4 |+ mowa_param foii)
W e {6 HOXA, SebData (o]
-G AL MOXA_4084_v1_0 L JEnta ik roc bl
i Patamnekers and Local Tags __|* MORA_singlestorage fonnd
Eij Lagic
Scope: | f1EDS4084_Deme v | Show |4l Tags v ¥
| Mame :=|.£‘. |Value . | Force Mask “.| Style Data Type  #
L] = moxa_param. Switch_dnetity Jiena foqep s | MOxA_|denti
L + moxa_param.Switch_ldnetity.Vendqr__lD | 991 | Decimal _INT
il + moxa_param, Switch_|dnetity. Device Type | ??5_ _Decimal _INT
L} + maoxa_pararn, Switch_|dnetity Product Code 3 Decimal INT
L + moxa_param.Switch_ldnetity.Maior_Fievision_ D_ _Decimal _SINT
. +H moxa_param.Switc:h_ldnetity.Minor_Fievision_ D_ _Decimal _SINT
L) H moxa_pan_am.Swit_c:h_ldnetity.Sgria!__Number | ls#_DD_DD_ZS_Qd_ Hex _DINT
il + moxa_param.Switc:h_ldnetity.Product_Name_ 'ED5-4084" | e STRING
L + moxa_param Switch_ldnetity Azzigned_Na... ' e 04, String
- + moxa_param.Switch_ldnetity.Geographic:_.l.. | e | e 04, String
il £ moxa_param. Switch_TCPIP L | Lk MOxA_TCPIL
— moxa_param. Switch_Wendor 1 el | Ioaa} | MOxS Wend
Ly + moxa. param. Switch_Wendor System_Firm... | 524291 | _Decimal _DINT
. +H moxa_param.Switch_Vendor.System_FauIt..._ 8192_ _Decimal _DINT
L) H moxa_p@r@m.swit_ch_Vendor.Switch__l?—'or_t_..._ U Decima! _SINT
L + maxa,_param. Switch_Vendor Port_Ewist foaed {0} Decimal (DINT[Z]
i + moxa_param Switch_Yendor Port_Enbale foaab .« } Decimal DINT[2]
- + moxa_param.Switch_Vendor.Po[t_Link_St... | P {vo.} Decimal lDINT[2]
il + moxa_param.Switch_Vendor.IGMF'_Snoop..._ D_ _Decimal _SINT
L} s moxa_param.Switch_Vendor.Que_ry_lnterval 125 Decimal DINT
L + moxa_param.Switch_Vendor.IGMF'_Enhan..._ D_ _Decimal _SINT
. + maoxa_param, Switch_Vendor Relay_1 | D_ _Decimal _SINT
L + moxa_pararn. Switch_Vendor Relay 2 o Decimal SINT ot
4 [r[\Monitor Tags A Edit Tags_f |3 »
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NOTE Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section below for

detailed information.

Sample AOI Project

For easier AOI installation, Moxa has also provided a sample AOI project, in which all the parameters are
configured with default values. The sample project is a (.ACD) file, which is available for download from the
Moxa website or software CD. You may import the sample project in RSLogix 5000, and directly download
this AOI to the PLC with minimal installation steps. But to use the sample project, you still must change or

set up the parameters below.

1. Change the controller type used in the real environment.
2. Change the controller and Moxa switch’s IP address.

3. Setup the Project path.

NOTE The sample AOI project only supports RSLogix 5000 version 18.

CIP Tags

There are tags for each CIP object. The tags correspond to the object’s attributes.

Tags for Identity Object

Data Type: MOXA_Identity_Object_vO

Name Data Type Description

Vendor ID INT 991, MOXA Vendor ID

Device Type INT 0x307, “Managed Ethernet Switch”

Product Code INT EDS-405A=0x0006, EDS-408A=0x0007,
EDS-505A=0x0008, EDS-508A=0x0009,
EDS-510A=0x000A, EDS-516A=0x000B,
EDS-G509=0x0012

Major Revision SINT The structure member, major

Minor Revision SINT The structure member, minor

Serial Number DINT Switch serial number

Product Name STRING Switch model nhame

Assigned Name STRING User assigned switch nhame

Geographic Location STRING User assigned switch location

Tags for TCPIP Object

Data Type: MOXA_TCPIP_Interface_Object_v0

Name Data Type Description

Status DINT Interface status

Configuration DINT Interface capability flags

Capability

Configuration Control | DINT Interface control flags

Path Size INT Size of Path

Object Path 1 INT Logical segments identifying the physical link object
Object Path 2 INT Logical segments identifying the physical link object
IP Address DINT The device’s IP address

Network Mask DINT The device’s network mask

Gateway Address DINT Default gateway address

Name Server 1 DINT Primary name server

Name Server 2 DINT Secondary name server

Domain Name STRING Default domain name

Host Name STRING Host name
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Tags for Ethernet Link Object

Name

Data Type

Description

Interface Speed

DINT

Interface speed currently in use. Speed in Mbps (e.g., 0, 10,
100, 1000, etc.)

Interface Flags

MOXA_Interface_
Object_Flags_vO0

Interface status flags

Physical Address SINT[6] MAC layer address

InOctets DINT Octets received on the interface

InUcastPackets DINT Unicast packets received on the interface

InNucastPackets DINT Non-unicast packets received on the interface

InDiscards DINT Inbound packets received on the interface but discarded

InErrors DINT Inbound packets that contain errors (does not include In
Discards)

OutOctets DINT Octets sent on the interface

OutUcastPackets DINT Unicast packets sent on the interface

OutNucastPackets DINT Non-unicast packets sent on the interface

OutDiscards DINT Outbound packets discarded

OutErrors DINT Outbound packets that contain errors

Alignment Errors DINT Frames received that are not an integral number of octets in
length

FCS Errors DINT Frames received that do not pass the FCS check

Single Collisions DINT Successfully transmitted frames which experienced exactly one
collision

Multiple Collisions DINT Successfully transmitted frames which experienced more than
one collision

SQE Test Errors DINT Number of times SQE test error message is generated

Deferred DINT Frames for which first transmission attempt is delayed because

Transmissions the medium is busy

Late Collisions DINT Number of times a collision is detected later than 512 bit-times
into the transmission of a packet

Excessive Collisions DINT Frames for which transmission fails due to excessive collisions

MAC Transmit Errors DINT Frames for which transmission fails due to an internal MAC
sublayer transmit error

Carrier Sense Errors DINT Times that the carrier sense condition was lost or never
asserted when attempting to transmit a frame

Frame Too Long DINT Frames received that exceed the maximum permitted frame size

MAC Receive Errors DINT Frames for which reception on an interface fails due to an
internal MAC sublayer receive error

Control Bits INT 0 Auto-negotiate 0 indicates 802.3 link auto-negotiation is
disabled. 1 indicates auto-negotiation is enabled

Forced Interface INT Speed at which the interface shall be forced to operate. Speed

Speed in Mbps (10, 100, 1000, etc.)

Interface Label STRING Label like "TX5"

Interface Port Index DINT Port index

Interface Port STRING Port description

Description

Broadcast Storm SINT Only on MOXA IKS, PT, EDS-516A/518A, and EDS-728/828

Protection series

Interface Utilization SINT Percentage of entire interface bandwidth being used (0-100)

Utilization Alarm Upper | SINT Upper percentage at which to declare an utilization alarm (0-

Threshold 100)

Utilization Alarm Lower | SINT Lower percentage at which to declare an utilization alarm (0-

Threshold 100)

Port Link Alarm SINT 0: Ignore,
1: On (Relay 1),
2: On (Relay 2),
3: Off (Relayl),
4: Off (Relay2)

Port TrafficOverload SINT 0: Disable,

Alarm 1: Enable(Relay 1),
2: Enable(Relay 2)

Tx Unicast Packet Rate | DINT Number of TX unicast packets per second

Rx Unicast Packet Rate | DINT Number of RX unicast packets per second

Tx Multicast Packet DINT Number of TX multicast packets per second

Rate

Rx Multicast Packet DINT Number of RX multicast packets per second

Rate

Tx Broadcast Packet DINT Number of TX broadcast packets per second

Rate

Rx Broadcast Packet DINT Number of RX broadcast packets per second
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Bit 2 = Link down,

Bit 3 = Blocking,

Bit 4 = Learning,

Bit 5 = Forwarding
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Rate
Tx Multicast Packet DINT Total number of TX multicast packets
Rx Multicast Packet DINT Total number of RX multicast packets
Tx Broadcast Packet DINT Total number of TX multicast packets
Rx Broadcast Packet DINT Total number of RX broadcast packets
Redundant Port Status | DINT Bit 0 = Disable,

Tags for Moxa Networking Object

Data Type: MOXA_Vendor_Object_v0

Name Data Type Description
System Firmware DINT Switch firmware version
Version
System Fault Status DINT Switch fault status
Switch Port Number SINT Switch max port number
Port Exist DINT[2] Switch per port exist
Port Enable DINT[2] Switch per port exist
0:Enable
1:Disable
Port Link Status DINT[2] Switch per port link status
IGMP Snooping SINT IGMP snooping enable:
0: Disable
1: Enable
Query Interval DINT Query Interval range from 20~600 sec
IGMP Enhanced Mode SINT IGMP enhanced mode
0: Disable (default)
1: Enable
Relay 1 SINT Override relay warning setting
0: Disable (default)
1: Enable
Relay 2 SINT Override relay warning setting
0: Disable (default)
1: Enable
Power 1 Relay Warning |SINT Power input 1 failure (on > off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
Power 2 Relay Warning |SINT Power input 2 failure (on > off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 1 Off Relay Warning |SINT DI 1 (off)
0: disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 1 On Relay Warning |SINT DI 1 (on)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 2 Off Relay Warning |SINT DI 2 (off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 2 On Relay Warning | SINT DI 2 (on)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
Turbo Ring Break Relay |SINT Turbo Ring Break (Ring Master Only )
Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
CPU Usage SINT Percent of usage (0-100)
Device Up Time DINT Number of seconds since device was powered up
Reset Mib Counter SINT Reset port MIB counters
Redundant Device Mode |DINT Bit 0: RSTP,
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Bit 1: Turbo Ring,

Bit 2: Turbo Rong v2,
Bit 3: Turbo Chain,
Bit 4: MSTP

Reset Device SINT 1: restart the device
2: reset to default

Pre-configured Tags in the Moxa AOI

The Moxa AOQI supports all the CIP tags listed in the tables above. But in the AOI, we only pre-configure
logic links between selected tags and Moxa switches. To monitor the non-configured tags, PLC
programmers need to create the links manually. Otherwise, in RSLogix 5000, the value column of these
tags will display as “0”. If you experience problems creating new links, please contact Moxa technical

support for assistance.

NOTE For pre-configured tags, Moxa has already created the logic links between the CIP tags and Moxa Ethernet

switches so RSLogix 5000 can get/set the switch information correctly.

The table below specifies all the pre-configured tags in Moxa AOI with a

Pre-Configured Tags [Name

Identity Object (0x01)

RS Vendor ID

RS Device Type

PS Product Code
Revision
Status

RS Serial Number

RS Product Name

Assigned Name

Geographic Location

TCP/IP Interface Object (0xf5)

Status

Configuration Capability

Configuration Control

Physical Link Object

Interface Configuration

B3 IP Address

PS Network Mask

Gateway Address

Name Server

Name Server 2

Domain Name

B3 Host Name

Ethernet Link Object (0xf6)- by port

% Interface Speed

RS Interface Flags
Link Status

Half/Full Duplex

Negotiation Status

Manual Setting Requires Reset

Local Hardware Fault

B3 Physical Address

Interface Counters

In Octets

In Ucast Packets

In Nucast Packets

In Discards

S In Errors

Out Octets

Out Ucast Packets

Out Nucast Packets

Out Discards

S Out Errors

Media Counters

Interface Control

B3 Control Bits

X Forced interface Speed
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Interface Lable

Interface Description

Interface Port Description

Broadcast Storm Protection

Interface Utizatiion

Utilization Alarm Upper Threshold

Utilization Alarm Lower Threshold

Port Link Alarm

Port Traffic-Overload Alarm

Tx Unicast Packet Rate

Rx Unicast Packet Rate

Tx Multicast Packet Rate

Rx Multicast Packet Rate

Tx Broadcast Packet Rate

Rx Broadcast Packet Rate

Tx Multicast Packet

Rx Multicast Packet

Tx Broadcast Packet

Rx Broadcast Packet

P

Redundant port status

Port Object (0xf4)

Port Type

Port Number

Link Object

Port Name

Port Type Name

Port Description

Node Address

Port Key

MOXA Networking Object (0x404)

Firmware Version

System Fault Status

Switch Port Number

Port Exist

Port Enable

Port Link Status

IGMP Snooping Enable

Query Interval

IGMP Enhanced Mode

Relay1

Relay2

Power 1 relay waring

Power 2 relay waring

DI 1(off) relay warning

DI 1(on) relay warning

DI 2(off) relay warngin

DI 2(on) relay warngin

Turbo Ring Break relay warning

CPU usage

Device Up Time

Reset MIB Counts

Redundant device mode

reset device

I/0 message Object

Switch Fault Status

Port Exist

Port Link Status

Port Enable

Monitoring AOI Tags

In RSLogix 5000, you can monitor the values of all configured tags by selecting “Monitor Tags” in the

controller organizer window. It can also be used to check that the AOI is installed correctly

NOTE Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section above for

detailed information.
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Monitor Tags for Identity Object

Click moxa_param Switch_Identity and expand the list to check the values for Identity tags.

Rem Run A8 ™ RunMode m Path: | AB_ETHIP-14132.168.34.29'B ackplane\0* -
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Monitor Tags for TCPIP Object

Click moxa_param Switch_TCPIP and expand the list to check the values for TCPIP tags.
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Monitor Tags for Ethernet Link Object

Click moxa_param Switch_Ethernet_Link and expand the list to check the values for per port Ethernet
Link tags.

Mame

Scope: | [f] ED54084_Demc v | Show: |4l Tags

==e | Value
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“| Force Mask“| Style
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= maxa_param.Switch_Ethemet_Link[1]
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moxa_param. Switch_Ethernet_Link[1].I1nErmars

+ moxa param Switch Ethernet Link[1].0utOctets
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